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SBVUL: Statement-Based Vulnerability Detection

SBVUL is a new approach that uses two LLM agents to detect exploitable statements in C/C++ functions, achieving better performance than previous methods in some cases.

Key points


	SBVUL uses two LLM agents to detect vulnerable statements in code.

	Phase 1 identifies candidate statements, Phase 2 confirms or rules them out.

	SBVUL was tested on 200 pairs of the PrimeVul Paired test set.

	Opus 5.5 achieved the highest statement-level precision of 0.315 at a recall of 0.605.

	At the function level, SBVUL with Opus 5.5 correctly classified 42.0% of pairs.



Why it matters

This paper introduces a novel method for detecting specific vulnerable statements in code, which could help developers find security issues more precisely than previous approaches. It's relevant for engineers looking to improve static analysis and security testing workflows.

Counterpoint

The precision of SBVUL is still relatively low, and the models also confirm many false positives in patched functions, suggesting the approach needs further refinement.

Sources


	SBVUL: Statement-Based Vulnerability Detection (arXiv)
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